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Raptor VIX Installation Guide

1 Introduction

The Raptor VistA Imaging Exchange (VIX) service is a service that provides access to images stored in
VistA Imaging for the Raptor system.

2 Prerequisites

The Raptor VIX requires the following for installation:

A Laurel Bridge DCF license key.
A VIX certificate.

The Raptor VIX installation package.
A x64 Windows Server 2008 R2 machine

The installation must be run as a user with administrator rights on the server.
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3 Installation

3.1 Raptor VIX Installation

1. Double click on the Raptor_VIX_Setup 30 118 100 XX.msi to launch the MSI installer

i@ VIX Service Installation Wizard 30.118.100.21 MiE &3

Welcome to the VIX Service Installation Wizard 3
30.118.100 21 Setup Wizard

The irclader wll guice you Itvough the sleps sequred 10 natal YEX Servce Installabion Wiaad
20118100 21 0n your conpeet

WARNING: Thes oomgrer program is prolacted by coppoaght law and ntemationsl Yeshee
Unaorited

Augheanon cr dtrbuion of s ceogtam, o any omon of 4. ey (e i pawers il
of Crewnal penaines, and sl be prosecuiod L0 the meaavium extend possdie under the L

twcel | | [ en>
2. Press the Next button twice to accept the defaults and install the VIX Service Installation
Wizard
3. Pressthe Close button when the installation is complete.
4,

From the Start menu select Programs - Vista Imaging Programs = VIX Service Installation
Wizard.



VIX Sevvice Installation Wizard 301 1810021

V Welcome to the VIX Service Installation Wizard

I Thoe wazard wil quide you frough the installation of Repaor VIX sennca

To comnue, click Next

service

5. Press the Next button.
6. Enter site 9999 and press Lookup Server Addresses

VIX Service bostaBation Weeard 30.118.100.21

Spacity the VA sda the VIX will serica

Spectythe VA sita numbar for this VIX then click the Loakup Saner Addresses hufan

Sue Number [ LokipSenwadpenss |

VistA Server Name |

VistA Sanser Port IG

VI Server Name: |

VX Server Port |D

cBuck | s | Tancrl |

Raptor VIX Installation Guide

Note: the site number 9999 must be registered in the VA Site Service as the Raptor VIX. If another
site number is designated for the Raptor VIX in the site service then that number should be used

here.
7. Press the Next button.
8. Click the button next to each VIX prerequisite
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VIX Service Installation Wizard 30,118.100.21

Install the VIX Prerequisites

The Vi iz andy epproved for mstallesan on Windows Senser 2003 Click Cancel to ext the wizard

< \Adminisrenod has the Admiresyalor role
& Curent openating sysiem is Windaws 2008
3 The Java Rurtime Emdronment version 6 0_45 is nol nstalied
rutal I L] Apache Tomcatversion 5.0.20 15 not nstalled
vital l £3 The Lourel Brdge DICOM toolkit i notnsiabed,
Assgn | L The serace accoun must bes reassigned 10 e Apachs Tomcat senace
it I 3 The VIX sacunty carficata s not installed

< Back I I Cancel I

9. When installing Apache Tomcat it will ask you for a password for example: Raptor123. This
password is used by Tomcat and will not be needed later.

10. When installing the Laurel Bridge DICOM toolkit you will need the Product Serial Number
provided from the VA. If asked if you are installing a MAC based license, answer No.

Developer Mode: Specify your DCF license type |

are you instaling a MaC based license? & MAC based license is usually a
kemparary license or a DICF 0K license,

11. Enter the information required to activate the DCF license, then press the Activate button.
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Enctivate DCF License =]
IMain Help

Metwork Activation | Manual Activation |

PlatForm: Windows _NT_4_x86_VisualStudiod. x

DCF Version: 3.3.22C

Product Serial Number: | Exi 1111-2222-3333-4444
Activation I

Request Code:

MAC Address (optionaI):I

Sike: RAPTOR YIx

Hosk:

Mumber of CPUs: 2

Conkack name:

Conkact e-mail:

Status: Success:

Messages: ;I

-
Kl >
Reactivate |

12. Click Exit with Success when the Laurel Bridge License has been installed

13. When creating the service account you will need to enter a password. Use the same password
you used for Apache Tomcat.

14. When installing the VIX security certificate you will need to provide the ZIP file from the VA.

15. Press the Next button when all prerequisites have been met.

¥IX Service Installation Wizard 30.118.100.21 - Developer Mode

Install the VIX Prerequisites.

All prerequisites for the VX installation hawe been met To continue, click Mext.

& DJZGVEI2Administrator has the Administratar rale.
& Current operating system is Windows 2008,
Irztall The Jawa Runtime Environmentwersion B.0_45 is installed.
Irztall

Apache Tomeatversion B.0.20 is installed.

Create The service account has been configured.

daads

[V}
[/}
Irstall @ The Laurel Bridge DICOR toalkit is installed.
(]
[V}

Install The WIx security cenificate is installed.

< Back | Mest » I Cancel |

16. Press the Create button next to the VIX Configuration and VIX cache directories. Change the
drive if the default selected is not where you want the configuration and cache files to exist.
Then press the Next button
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VIX Service Installatson Wizard 5011810021 - Deyelaper Mode

Specity the location of the VIX cache and configurabion folders

Salect e drves for e VIX cache and contiguration direciones. Then creats the folders

Specity the ocal dnve tor the VIX Copfigurabion fies

ST -| o geee |
Specty the ocal dive for the VIX Cache
[E\-DATA ~| [E VixCache Crede I

Space Avalable an selected sive (GEB) FHE

ok | e | e |

Note: On the production Raptor VIX the VixConfig and VixCache directories are on the E:\ drive.
17. Press Next to skip configuring local DoD connections for images.
18. Press the Install button to install the VIX service.

VIX Service Installabion Wizard 300118 100.21
Inglall he VI
Cligk: Instedl 80 bagr
L]
Inchall
<Back | | Cancel |

19. When complete, press the Finish button to close the VIX Service Installation Wizard.

3.2 Hydra Installation

Hydra does not need to be installed on the same server as the Raptor VIX however it does need to be
able to access the Raptor VIX. Users need to be able to access the Hydra service on port 9000.

1. Copy the Hydra directory to the e:\program files\ISI Imaging directory (create it if needed)
Open a command prompt with administrator priveleges and from the e:\program files\ISI

Imaging\Hydra directory run the following command:
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\installutil.exe" Hydra.Host.Service.exe

Open the Hydra.Host.Service.exe.config file in a text editor

Modify Hydra.PublicUrl value to http://<hostname of server Hydra is running on>:9000/
Modify ISIXServer.HostName to the hostname of the Raptor VIX server.

Modify ISIXServer.Port to 8090.

N
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7. Save the Hydra.Host.Service.exe.config file and close the editor.
8. Right click on Computer (on the desktop) and select Manage.

9. Select Server Manager - Configuration - Services.

10. Right click on Hydra Service and select Properties.

11. Change the Startup type to Automatic.

12. Click the Start button and then click OK.

3.3 Firewall Configuration

1. Right click on Computer and select Manage.
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2. Expand Server Manager = Configuration = Windows Firewall with Advanced Security =

Inbound Rules
3. Create a new rule
4. Specify itis a port rule and press Next.

Rule Typa
Sedoct the hpe of Maewel ks 10 e ye.
Shepe
Flude Typm Wht e oF abe sl you e b0 crews?
’ Aodacol wrd Yot
* Acton O Progren
¢ Pl Rule iy torduds cormosars Ay apogen
* Nwe i Ppet
Fluls he cordvds connectmns 4 o T0P o LOP post
T Pipdetined
L;hh' corbads & Windowe J
7 Gustes
Cuthom e
Laxn vore siou ube vres

5. Specify the specific ports 8090, 8443 and 8444 for the rule when configuring the Raptor VIX.

When configuring the server with Hydra specify port 9000. Press Next.
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Protocol and Pons

Specly B protocols 86 RO 1o wiech Vet sule apgke:

Steps

¢ RusType Doy e e oock o TCP o UDPY
+ Protoco and Fors L

* Acken  upp

* Prdie

* Nove

Doas this ade ool 0 ShIoos POty O el loodl pats7

" All locd ports
=+ Sipacilic local ports: {8050 8444 2449
Evanpie 50443 50005010

Bk [ Hewy | Cawe |

6. Specify to Allow the connection and press Next.

® hew [nbound Rule Wizaed [ %]
Action

Specly Do o0ton 40 be lahen whan 3 conneclion malches the condbon: pecled n the rde

Steps
¢ RusType Wt achion thoukd be takan whan a connachion reafches the jpechiad condions ¥
# Protocol and Port
T fllow the connection
4" Adian This redute: (orvmctont Sl se frorons with Pres s wel at o se ot
# Proie
N " Allow the connecton il # & mcure
e Thes inchadns only connactons that have been o byuw?l’u: C
:‘mhx:dmnmnpmmwmnm onecion Seouty

S

77 Block the connechien

Bk [ Hewy ] Cawe |

7. Specify the rule applies to Domain, Private, and Public and press Next.
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Profita

Specdy b poolie b whach thes e apphet

Sheps
o RsTipe When dose this ade acgly”
¢ Prdocd and Posy
» Achon M Doman
. Prolle Appinz whan & it d b e doman
# Nuve v Private
Apphes whan a computer s convected bo 3 povale fetwork kocabon
N Pybibe

Apphes whan o computst it conrecied to & publc retwork besson

chah |1 e Cacel |

8. Provide a name and description for the rule, such as Raptor VIX and press Finish.

* New Inbound Rule Wirand | %}
Nama

Specy $m name and deztipion of thee tde

Stepe
s RueType
¢ Prdoce and Posy
# Achon
¢ Pl Narw
{RaFTDR VI
» HNane
Qescrpton jopoonst

Enatle scoss 1o RAPTOR VIX sarviced

cBach | B | Came |

4 Production Configuration

The configuration of the systems will need to be modified when they are deployed into production. The

following steps should be performed after the servers have been fully configured with their proper
hostnames and put into the correct domain:

11
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4.1 Raptor VIX

12

6.
7.

8.
9.

Send an email to the VHAVIVIXSETUP@VA.GOV email group requesting a VIX certificate for the
Raptor VIX. Include the fully qualified domain name of the Raptor VIX server in the message.
Delete the e:\VixConfig\vhasites.xml file if it exists.

Delete the e:\VixConfig\VixInstallerConfig.xml file

Delete the e:\VixCertStore directory

From the Start menu select Programs - Vista Imaging Programs - VIX Service Installation
Wizard.

VIX Sevvice Installation Wizard 30,1 18 100,21

V Welcome to the VIX Service Installation Wizard
Thoe wizard wil quide you hrough the installation of Rapor VIX sernca
I To comnue, chick Next
service
| et Coel |

Press the Next button.
Press the Uninstall version button.

¥IX Service Installation Wizard 30.118.100.21
Update ¥IX components from to 30.118.100.21
Click Uninstall button to remowve existing Wi web applications.
| Uninstall version I
< Back | [t > Cancel |

Press the Next button.
Enter site 9999 and press Lookup Server Addresses


mailto:VHAVIVIXSETUP@VA.GOV

VIX Service bostaBation Weeard 30.118.100.21

Spacity the VA sda the VIX will serica

Spectythe VA sita numbar for this VIX then click the Loakup Saner Addresses hufan

Sue Number [ LokipSenwadpenss |

VistA Server Neme

VistA Sanser Port IG

VIX Server Name

VX Server Port |0

cBuck | s | Tancrl |
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Note: the site number 9999 must be registered in the VA Site Service as the Raptor VIX. If another
site number is designated for the Raptor VIX in the site service then that number should be used

here.
10. Press the Next button.

11. In step 8§, select the new certificate zip file issued by VistA Imaging for the Raptor VIX.

VIX Service Installation Wizard 30,110,100.21

Install the VIX Prerequisites.

Click Install to specity ths locoton of the VIX secury certdcote

& 1232MDWS-Tiisiio has he Administrator role
& Cument operating system is Windows 2008
\nstad & The Javes Runtime Erndronment yersion 60_45 is installed
Jnstd I & Apsche Tomost version 60,20 3 instollad
Iy | & The Lautsl Bridge DIOOM ookt s instaled
Clegn I & The senice account hes basn corigursd

| Innall I £] The VK secunty cemficass is nat instaled

Back | e | Cancel |

12. Press the Next button when all prerequisites have been met.

13. Press the Next button because the directories have already been created.

14. Press Next to skip configuring local DoD connections for images.
15. Press the Install button to install the VIX service.

13
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VIE Service Installabion Wizard J0.118.100.21

Install ke VT
Click Instell 80 bagr

=
Irectall

gk | - | cancel |

16. When complete, press the Finish button to close the VIX Service Installation Wizard.

4.2 Hydra

On each system Hydra is installed, the following configuration changes need to be made after the
servers have been configured:

1. Modify the e:\program files\ISI Imaging\Hydra.Host.Service.exe.config file and change the
Hydra.PublicUrl to the hostname needed to access Hydra (this is the fully qualified domain
name of the web server Hydra is running on).

2. Modify the ISIXServer.HostName to the hostname of the Raptor VIX server.

3. Save the Hydra.Host.Service.exe.config file and restart the Hydra Service.
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Glossary

DCF — DICOM Connectivity Framework, a Laurel Bridge product.
DICOM - Digital Imaging and Communications in Medicine

URI - Uniform Resource Identifier. Describes a name of a resource.
URL - Uniform Resource Locator. Defines a reference to a resource.
VA - Department of Veterans Affairs

VistA — A hospital information/electronic health record system developed by the Department of
Veterans Affairs for use in VA hospitals. VistA stands for Veterans Health Information Systems and
Technology Architecture.

VIX = VistA Imaging exchange service.

VistA Imaging —A VistA package used to manage images associated with a patient record in VistA.
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